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Preparer’s Note: 

This is a general guidance whitepaper and is not intended as legal advice for Board member obligations or responsibilities. It is also 

limited to US domestic guidance, as international requirements often have a different view of Board obligations and personal 

vulnerability to culpability and penalties for Management and operations actions and outcomes. Therefore, any director should seek 

advice from counsel on requirements for Board service and require financial protection for actions performed in good faith as a 

Board member. 

This is also illustrated for a mid-sized to large company in the Commercial sector just past or late in the transition stage from 

founder-dominated to professionally managed firm. Smaller startups, founder-managed firms, non-profits and companies 

predominantly serving the Federal, State and Local markets will have different Board needs, although many of the same concepts 

are applicable.  
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1. Key Fiduciary Focus Areas 
 
Board members are fiduciaries; they „stand in the shoes‟ of capital owners. They act on behalf of the 
owners to provide a set of eyes which has access to non-public information and is able to exercise 
controls so that operations Management does not lose sight of the interests of those that have invested in 
the capital stock of the business. 
 
In this capacity, the Board must exercise due care that operations and changes to operations or capital 
structure are managed with reasonable controls and attention to risk.  
To achieve this, the Board needs to rely on the organization to focus on key risk areas and to report back 
effectively on how well it is doing. 
 
The table below identifies the key Management activities requiring a fiduciary Board response. Broadly 
speaking, the Board doesn‟t manage; it makes sure that Management prudently manages. A board 
understands that risks must be undertaken or accepted, but it must have the transparency needed to 
identify, monitor and  analyze these risks and their impact on the business‟ goals  and outcomes. 
  

 
 
Let‟s take each area of focus in turn. 
 
Business Strategy 

 
Affirming a Business Strategy is primary to the Board-Management relationship.. A good strategic plan 
serves as a consolidated expression of all the expertise in the business to express what will happen next 
and how the firm will deal with that. 
 
Therefore the plan depends upon  a clear picture of the  organization‟s current situation  forecasts of  
several cycles into the future and the related milestones. 

Focus Operations Board

Business 

Strategy

• Formulates strategy

o Aligns operations and capital 

structure

o Identifies plans, targets and 

milestones

o Identifies risks and risk scenarios

• Assess decision process for strategic direction

• Assess risk analyses strengths and tolerances

• Provides specific expertise to challenge plan

• Requires evidences of operations activity

Operations

• Determines market position 

• Determines targets and monitors 

operating performance

• Organizes and aligns resources to 

targeted objectives and operating risk 

tolerances

• Challenges targets 

• Reviews process of monitoring

• Reviews alignment of organization, compensation and 

business objectives

• Require evidences of Operations review and reasonable 

action

Investments and 

Business 

Structure

• Identifies capacities and capabilities

• Aligns business structure to achieve 

plan

• Develops scenario-based plan

• Review alignment of market position  & business plan to 

investment projects

• Review of new capabilities plans and requirements to 

adapt to new structure

• Analyze impact to operating leverage

Capital Structure

• Monitors capital markets and capital 

sources

• Determines leverage and capital 

sourcing approach

• Develops scenario-based plan

• Impact of change to financial leverage and risk impact on 

results

• Identify impact to shareholders

o Priority of claim

o Dilution potential

o Alternatives analysis review

Risk 

Management

• Drives risk discovery and mitigation 

strategy

• Documents risks

• Aligns operations to risk management 

approach

• Requires comprehensive risk assessment document

o Assess completeness of risk review by operations

o Assess priority of risks

o Assess organizational response to risk mitigation 

Compliance
• Documents assertion support

• Plans and executes audit approach

• Assess compliance process

• Assess organization responsibility for compliance
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To obtain this picture requires a combination of proprietary internal reports and external assessments, 
public filing support documents, ongoing operations performance reviews, audit or opinions or special 
analyses the Board may request of Management covering internal and external current states and 
trends..  
 
With this grounding, the Board can move to assess the viability of future plans, business objectives and 
operating targets. In this area, shorter term versus longer term strategy is not as important as the 
business processes in place to make decisions about the future and whether associated risks have been 
discovered in a reasonable and appropriate manner.  
 
The first important “to-do” in the strategic review process is to make sure that identified risks have an 
owner and a method of monitoring that will permit the earliest possible reaction time to mitigate or change 
course to address the risk. The risk needs to have the proper visibility as deep in the organization as 
necessary to detect changes in realization likelihood and to act as quickly as possible. 
 
The second important “to-do” is to surface red flags in a way that does, not encumber Management with 
exhaustive analyses or require full time Board participation in the business. Red flags do signal action 
required to dig deeper, and Board must get Management to turn their attention  to these quickly.   
 
Boards should be requiring evidence specifically around risks to the plan, especially an assessment of 
tolerance for variability in planned results and the prioritization of risk by impact and likelihood. A key here 
is to ensure that the evaluation of risks has an objective fairness.. 'Objective fairness‟ means that 
opposition has not been suppressed and that empirical risk behavior information is not ignored. The 
Board has the responsibility to intelligently challenge risk scenarios, tolerances and priorities and 
therefore should have members with the specific expertise (e.g. finance, real estate, marketing, technical) 
to do so. 
 
Boards should always look into organizational capabilities, technology and process requirements to 
support plan execution even if not mentioned by Management as risks. These areas are often overlooked 
by management because of their intimacy with them and the tendency  to roll with change without serious 
reflection. Indeed, the Board‟s concentration toward these risks should be directly, proportional to the 
divergence between current and future capabilities.. The Board should also be concerned about 
Management‟s opinion and assessment of competitive position, and should require evidence that 
management has  a reasonable understanding \ of the competitor plans. Here too, Management may be 
too enamored  with its own ideas or  blinded  by its own perspective to perform an effective risk 
assessment in this area. 
 
Operations 
 
Another key focus of Board/Management relations is to see if actuals meet projections and if risk has 
been managed within tolerances over time as established by the business strategy. 
 
In this effort, the Board must see evidence that Management is reviewing the results of operations and 
the composition of assets to plan and taking action on measures that are observed to be out of expected 
variance range. This implies documented performance targets and definitions of acceptable range of 
performance. Since this is part of the foundation of understanding for the Board‟s strategic review 
responsibility, it merits a significant amount of Board time and energy to understand. 
 
In developing comfort around an operating plan, the Board should require that the major areas of 
assumptions and plan deviations are covered by rational measures captured for management monitoring. 
These should not only be composed of macro-level monitors, but some that also reach down by a logical 
hierarchy to more granular, local measures used in various aspects of operations. In order to be effective, 
the Board must ask Management „What is critical to know that will let you intervene or take a different 
path than planned?‟ They should see in response: 
 

 An explanation of key measures, how they are gathered and what process is undertaken to 
review and act on the results 
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 Some summary of how subordinate performance measures relate to higher level measures and 
how measures are tied to the organization 

 Evidence that these measures can be relied on 

 A process of periodic review of external risks identified and assumptions supporting the 
operations plan 

 
In accepting an operational plan, the Board may have to probe further beyond management submissions 
to discover changes or obsolescence in supporting structures, such as the talent pool, compensation 
alignment with performance and appropriate level of root cause analysis of continuing deviations from 
plan outside tolerance limits. Much of this work has historically either relied on the long experience of 
board members within a particular organization they serve and its‟ industry, or simply on the word of 
Management because no alternatives to independently assess these were feasible. New technologies 
have  helped change this paradigm and we will look at some if them shortly  
 
The work involved in this may seem overwhelming and considered to be micro-managing; but this is not 
the case if done properly building an appropriate reporting system that provides evidence that the key 
risks are being watched and controlled.. Management can institute the collection of this information 
without overburdening its personnel. Indeed doing so, can lead to improved performance  
 
Investments and Business Structure 
 
Plans often include investments into the business.. Many of these investments are part „ordinary course 
of business‟ and are within the purview of operations management to implement without Board 
involvement. They should be considered simply „lumpy‟ costs and efforts and are can be planned and 
executed with a high degree of precision. 
 
Often, however, the business strategy may require a more material change to the business \in response 
to markets, opportunities, and  restrictions. These require project management skills, methods and 
measures apart from operations. They bring unique risks, which must be identified and fully evaluated. 
 
In this case,, the Board has clear obligations to assess Management proposals. Starting with the 
business strategy and investment proposal alignment to that strategy, the Board must determine that the 
substance of the firm that people have invested in is not changed significantly. If there is no material 
change to the business structure, the Board must act to understand the change impact and minimize the 
risk of bad outcomes.  They will need to be able to document a rationale for analysis and either support, 
modification requirement or rejection of the Management proposal. In any case, several very important 
issues need to be assessed by the Board: 
 

 Comfort that a methodology and controlled-investment process is in place to implement the 
project,  

 That the project is staffed by competent resources  

 That there are structured deliverables designed to maintain clear management responsibility and 
control the risk of failure in any key target outcome 

 Changes in business risks, including impacts on other operations and business operating 
leverage 

 
For projects that end up with a significant structural difference for the firm, transition to expected „normal 
operation‟ after investment or project completion is important to the Board‟s responsibilities. Therefore, 
any proposal that does not have a map to the envisioned, fully capable business model should be flagged 
for modification and resubmission. This map should include all enabling technologies to be implemented 
or reconfigured and organizational changes necessary to sustain the expected level of operational 
performance to be achieved.  
 
Any significant Management proposal should be presented with a structure and monitoring platform that 
is observable and open to the Board, since this is not familiar territory to either group. When that situation 
arises, more contemporaneous data and short term forecasting information is needed at higher 
management levels to react quickly to downside risks than would be the case with a well-known process 



 

- 6 -  
C o p y r i g h t  C h r i s t o p h e r  A l l e n  T h e  C l e a r V i e w  G r o u p  L L C  2 0 1 0      

 

or cycle. Here again, there are technologies available to enable the Board to see project management 
performance and progress, unsanitized and clear, without special presentation or introduction. 
 
In the area of business structural changes, M&A or divestiture activity requires a lot more than acting 
prudently on behalf of investors. Unfortunately, many times these activities require formal regulatory due 
diligence processes and addressing personal risk hazards as well, but these are separate Board topics 
not covered here. 
 
Capital Structure 
 
The capital planning for the Company is of prime interest to investors and the Board. While operations 
results, forecasts and the market shapes much of the sources and vehicles open to the Company to 
finance, the range of choices possible within these channels can significantly affect ownership value. 
 
Different risks may arise due to Management assumptions or planned flexibility built in to capital choices 
and the Board needs a way to relate capital access and plans to both internal and external scenarios of 
outcomes. All financing changes from the current sources and payment schedules should be modeled 
and presented to the Board with very specific impacts assessments of: 
 

 Preferred and potential capital sources and capacity for access 

 Term of obligation and flexibility impact on finance 

 Representations summary and trigger events 

 Changes to priority or seniority of claim 

 Dilution potential and timing of dilution 

 Accounting change impacts 

 Tax impacts 

 Best alternatives summary 
 
All of this work is already done in great detail by the Finance function as part of their ordinary workload, 
and requires only summarization and discussion with the Board. In addition to this annual and quarterly 
exercise, the debt schedule needs to be reviewed and refreshed with the Board at least annually and 
more often if deterioration is experienced in values defined by triggering events covenants. 
 
This information is unique in that it is somewhat separate and „behind the curtain‟ to operations and even 
most other administrative organizations, but it still must be clearly stated to representatives of the 
shareholders and to other capital suppliers and clearly related to operating activity and strategic plans. 
We will look at the specifics around the „basic communications requirement section‟. 
 
Risk Management 
 
It is a worthwhile question to ask; “Isn‟t risk management covered in each individual area of focus?” Sure 
it is, but risk needs to be a centerpiece of management, not as a siloed one-off effort‟. All risks need to 
reside within a common framework and review assessment. The organization doesn‟t have enough 
resources or ways to handle all risks identified to all functions and operations, so there has to be a 
process to understand  which are the most important risks and to identify which of those can be 
controlled. For those that can‟t, the firm needs to establish a means to develop visibility into  critical 
changes in the potential realization of those risks as early as possible. 
 
This is a balancing act, particularly for organizations that do not have a risk-management culture, or 
formal processes for addressing risk, or that rely on one or two key leaders with strong experience to 
foresee and weather risk events. The cost and energy of doing a formal program can be expensive and 
the process has the potential of quickly becoming murky, uncontrollable..  The appropriate simplicity can 
be achieved by using a limited a top-down approach or focusing on a single particular risk of high 
significance and driving it to the proper lower operating levels. Either way, investment can be managed 
for efficiency and results can be absorbed by the organization, with the process exposed to improvement 
and cultural fit before extension to new areas. Formal risk management can be developed in a highly 
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modular way, creating strong at each step. Even getting to an early stage is far better than doing nothing 
and leaving highly siloed processes that lack repeatability and reliability. 
 
The repeatable part of the process comes from a framework that allows collection of data, monitoring and 
setting a course of action. The reliability of the process comes from the ability to tie together and 
communicate strategy,  operations performance, risk monitors, financial results and organizational 
responsibility. It becomes clear in such a framework that response to risk can be managed and actions 
coordinated to improve outcomes. If outcomes are influenced correctly, the results should be recognized 
sooner and appear more in line with expectations than in an ad-hoc approach. 
 
Repeatability and reliability also requires that leadership and lower levels of Management are working 
from the same records, plans and risk understanding. Without a common vocabulary and framework  the 
business is put into much greater jeopardy that the negatives associated with a risk or realized or that 
performance is compromised.  
 
The Board needs to require a risk assessment process by Management that will: 

 Identify and prioritize risks to the critical issues across the Company 

 Assign the risks to managers and identify monitoring measures/sources 

 Document the processes of review, communications of results/expectations and actions taken 
 
This effort is part of the culture of low cost, efficient business practices that manage the focus on the 
important issues for the company as a whole and drive the concepts to all levels of operations. If the 
Board doesn‟t think like this, there is no reason for Management to see it as important to the 
shareowners. 
 
Compliance 
 
The last fiduciary topic in this paper is compliance with laws and customer rules and regulations. 
Sometimes, these customers are government entities, with a raft of thick compliance manuals and 
administrative requirements. The Board must be satisfied that the Company is compliant with all laws and 
that controls are in place to assure operations transactions and activities are monitored to measure 
conformance. 
 
For public companies, Sarbanes-Oxley requirements measure the effectiveness of controls to support 
Management assertions around financial representations. Advanced companies will build on the 
compliance framework to improve operations so that quality, timeliness and accuracy of business 
processes are included in the SOX processes. For example, where SOX would test the processes and 
outcomes around recognition of a bad debt, a process improvement opportunity lies upstream in the 
ongoing evaluation and monitoring of the customer and customer relationship to avoid bad debt events. 
Using the same framework to monitor and manage key operating process controls as financial controls 
strengthens the message and common understanding of how the Company works. The same framework 
can be applied to all compliance rules, whether Customer or regulatory-driven. This does not mean a 
considerable amount of extra work. In building and testing the controls, the process has to be examined 
anyway. If done properly, compliance work can lead to performance improvement and lower cost of 
compliance over time. 
 
There are situations outside of the standard process that must be covered by compliance requirements, 
such as whistleblower support. These must be identified and integrated into the reporting schema. 
 
Whatever the compliance environment, the Board must make sure that Management has: 

 Identified the laws applicable to the Company 

 Documented the responsibility for control and monitoring to insure compliance 

 Organized and set aside resources to provide the Board with appropriate evidence. 
 
While compliance has discrete and documented requirements based on law, the regulatory requirements 
actually support good management practice and not just financial reporting soundness. Boards and 
Management should consider how they will take advantage of the natural and intimate connection of 
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compliance obligations to the mitigation of key risks, improvement in business performance, and the 
ability to forecast what will happen next. These are all central issues to shareholders.  
 
In assessing the ability of Management to deliver compliant results and effective risk management 
functions, the Board has some key decisions to make regarding cost of compliance and overhead in 
managing risks to the business. Since audit and risk management resources and funds are limited, the 
Board has a responsibility to see that both are best used. Shortly, we will look at organization, process 
and technology approaches that Boards can use to make the fiduciary aspects of their responsibilities 
less costly and more effective, and also help reduce the number and cost of control processes in 
operations. 
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2. Organizing and Structuring Communications 
 
In many boards, multiple channels of communications, overlapping or inconsistent messages and one-off 
information (or partial information) delivery reduce the efficiency and perhaps the effectiveness of their 
role. It is important for Boards to organize for information receipt and action, set expectations around 
communications and achieve a broad enough base of information sources to reach an understanding of 
how and where to exercise their authority and fiduciary responsibility. 
 
Much of what gets the Board attention is directly related to what information Management decides and is 
able to provide. That means, in many companies, Board communication is centered on financials and the 
financial reporting cycle with a quarterly summary of internal/external audit activities and an annual 
budget/planning review. It means that Management drives a good deal of Board activity, and it may be 
that significant issues are often not visible until late in the game because both the Board and 
Management  are blind to the signals that precede them. Many Boards never have regular interactions 
with important functional personnel like HR, IT or supply chain leadership, nor get significant reporting 
that deals with these functions. The vehicles to incorporate those views and perspectives are just not 
developed or are limited to some larger investment projects only. 
 
A Board needs to manage its‟ inflow of information and participate in the resource allocation decisions to 
achieve a managed flow of communications. Logistically, managing the information flow means to: 

 Make sure that a consistent business context for information assessment and decisions is used 
across all sources of data 

 Ensure that a schedule and agenda is set for each communication 

 Provide Guidance over the content and process for bringing information to the Board 
 
The value of a Board in acting upon its‟ fiduciary duty is to have the right tools to ask pertinent questions 

and to establish the expectations for information delivery from the business. The obvious follow-up 

question is „How do the specifications for a Board Communications Protocol get created and executed? 

Some examples are shown below. 

The Company Profile 

The Company Profile provides a representation of the business that consolidates a great deal of 

information and delivers it concisely to the Board. Appropriately, it is the same vehicle that Management 

would use to talk to the capital markets and abstract to create the MD&A to shareholders in periodic 

reporting. It captures the near term logistics and steps to achieve the business strategy and illustrates the 

coordination of change to manage the Company to the envisioned state. 

This presentation is designed to be a comprehensive presentation of the business case for getting capital 

from the point of view of the business operators and also to be a basis for the Board to gain insight to the 

management of the company. It is the kind of thing that would be prepared in anticipation of getting a 

loan, issuing bonds or stocks, holding earnings calls, or internally to inform Management and align 

operations and spending to the company goals. 

The example shown is for a highly seasonal consumer products manufacturer, but the layout lends itself 

to every industry vertical. There is no magic here, as this is just a way to look at the operations and cash 

flow cycle along with capital requirements, but it is an enlightening task to prepare for and discuss the 

contents. It is simple to understand and efficient to present. 
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October 4, 2009 2007 2008 2011 2012

Source/(Use) of funds 1Q 2Q 3Q 4Q Full Year 1Q 2Q 3Q 4Q Full Year

($ in Millions)

Memo: Revenues $895.4 $916.2 $211.9 $199.5 $238.6 $218.2 $868.2 $229.0 $240.0 $275.0 $256.0 $1,000 $1,200 $2,300

Operations:

Net Income $50.9 $22.2 ($0.1) ($5.4) $2.5 $2.4 ($0.6) ($1) ($2) $8 $8 $13 $40 $150

Depreciation and Amortization $32.9 $44.9 $13.1 $13.5 $13.7 $14.2 $54.5 $14 $14 $14 $15 $57 $55 $95

Change in Working Investment* $8.6 ($21.7) ($45.5) $7.8 $31.5 $21.4 $15.2 ($42) ($38) $30 $22 ($28) ($25) ($55)

Change in Taxes Payable ($19.2) ($12.4) ($2.3) ($3.9) $0.6 $0.5 ($5.1) ($3) $12 $5 $5 $19 $26 $31

Change in Non-current and Deferred $4.3 $8.1 $2.1 ($1.1) ($0.2) ($0.5) $0.3 $3 $2 ($3) $1 $3 $2 $8

Other $6.2 $6.5 ($1.3) ($2.3) ($3.1) $1.9 ($4.8) ($3) $0 $0 $2 ($1) ($1) ($15)

Total Operations $83.7 $47.6 ($34.0) $8.6 $45.0 $39.9 $59.5 ($32) ($12) $54 $53 $63 $97 $214

Program  Expenditures/Acquisitions:

Projects under $1MM ($19.1) ($22.2) ($4.0) ($5.0) ($4.0) ($4.0) ($17.0) ($4) ($5) ($6) ($5) ($20) ($20) ($50)

Major Approved Projects ($126.4) ($64.3) ($6.1) ($5.4) ($4.8) ($3.7) ($20.0) ($1) ($3) ($25) ($1) ($30) ($211) ($100)

Major Unapproved Projects $0.0 $0.0 $0.0 $0.0 $0.0 $0.0 $0.0 ($3) ($2) ($4) ($6) ($15) ($25) ($50)

Total Capital Expenditures ($145.5) ($86.5) ($10.1) ($10.4) ($8.8) ($7.7) ($37.0) ($8) ($10) ($35) ($12) ($65) ($256) ($200)

Dividends ($15.1) ($16.5) ($4.1) ($4.1) ($4.1) ($4.3) ($16.6) ($4) ($4) ($4) ($5) ($17) ($20) ($40)

Net Cash Generated/(Deficit) ($76.9) ($55.4) ($48.2) ($5.9) $32.1 $27.9 $5.9 ($44.0) ($26) $15 $36 ($19) ($179) ($26)

Financing Actions:

Cash items (Increase)/Decrease $68.2 $6.3 $2.5 $0.4 ($75.3) $27.7 $46 ($15) $15 ($18) $17 ($2)

S T Debt Increase/(Decrease) $0.0 $25.6 $46.8 $8.6 ($81.0) $0.0 $0 $43 $0 ($43) $0 $37

L T Debt Increase/(Decrease) $7.0 $23.5 ($1.1) ($3.1) ($111.6) $0.2 ($2) ($2) $0 $29 $166 ($5)

Equity Increase/(Decrease) $1.7 $0.0 $0.0 $0.0 $300.0 $0.0 $0 $0 $0 ($4) ($4) ($4)

Total Financing $76.9 $55.4 $48.2 $5.9 $32.1 $27.9 $44 $26 $15 ($36) $179 $26

End of Period Cash-Debt-Equity

Cash Items

Cash Position $7.7 $6.1 $3.9 $3.5 $5.0 $5.0 $5 $5 $5 $5 $6 $8

Short Term Invest $5.0 $0.3 $0.0 $0.0 $73.8 $46.1 $0 $15 $0 $18 $0 $0

Total $12.7 $6.4 $3.9 $3.5 $78.8 $51.1 $5 $20 $5 $23 $6 $8

Short Term Debt

Commercial Paper $0.0 $22.3 $52.4 $60.0 $0.0 $0.0 $0 $0 $0 $0 $0 $0

LIBOR-based loans $0.0 $0.0 $20.0 $21.0 $0.0 $0.0 $0 $43 $43 $0 $0 $37

Other $0.0 $3.3 $0.0 $0.0 $0.0 $0.0 $0 $0 $0 $0 $0 $0

Total $0.0 $25.6 $72.4 $81.0 $0.0 $0.0 $0 $43 $43 $0 $0 $37

Long Term Debt

Bonds/Notes $97.6 $116.0 $115.4 $110.4 $0.0 $0.0 $0 $0 $0 $0 $0 $0

Leases $24.0 $22.7 $22.2 $22.2 $22.0 $21.5 $20 $18 $18 $18 $15 $10

Other $22.7 $29.1 $29.1 $31.0 $30.0 $30.7 $30 $30 $30 $29 $28 $28

New Long Term Debt/Term Borrowings $0.0 $0.0 $0.0 $0.0 $0.0 $0.0 $0 $0 $0 $30 $200 $200

Total $144.3 $167.8 $166.7 $163.6 $52.0 $52.2 $50 $48 $48 $77 $243 $238

Net Stock Equity Sales/(Redemptions) $1.7 $0.0 $0.0 $0.0 $300.0 $0.0 $0.0 $0.0 $0.0 ($4.0) ($4.0) ($4.0)

Debt Equity $144.3 $193.4 $239.1 $244.6 $52.0 $52.2 $50 $91 $91 $77 $243 $275

Stockholders Equity $368.2 $373.9 $369.7 $360.2 $658.6 $656.7 $634 $628 $632 $631 $647 $753

Debt/Total Equity Ratio 28.2% 34.1% 39.3% 40.4% 7.3% 7.4% 7.3% 12.7% 12.6% 10.9% 27.3% 26.8%

* Change in AR, AP and Inventory

2009 2010
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On one page, the opportunity to review actual to plans, discuss details of investment and assumptions for 

future expected results and a host of other issues are laid out, all within the context of the strategy 

expressed by Management to grow and sustain the business. 

The yellow shaded area is a summary of the past and current year controllable operations, spending and 

sources of financing. Since this example is for a seasonal business, a quarterly view is used for the 

current year. The blue shading represents the business forecast for the next full year by quarter and two 

full years beyond. The green shaded area is the plan for financing, showing the sources and timing of 

changes in capital structure and the orchestration of financing to meet both planned business needs and 

target analytical ratios. 

From the top, the operations lines are compressed into net income, combined current assets & liabilities 

changes, taxes and non-current. This organization of the balance sheet changes is key – it highlights 

those things that are the major determinants of performance and cash flow for this particular company, 

which are current items and taxes in the illustrated example.  

The next lines represent investments under way to support the expectations and target future operations 

results. These can include PP&E, new technology, research, acquisitions or the costs of discontinuing 

some operations. It is here that projects must be able to withstand scrutiny relative to their impact on 

future results in the blue-shaded forecast area. 

Finally, the financing lines show how the capital structure of the company changes with seasonality and 

operations performance. 

The important area is the forecast portion. By summarizing the business cycle in this way, it is easy to 

address key questions to Management, such as: 

1. What is the risk around each forecast number (size of possible deviation from expected value and 

plans for mitigation of sources of deviation) and what are the risk sources 

2. Details around investment spending purpose and business case 

3. Acquisition timing and integration plan/schedule 

4. Ability of Management to implement capital projects 

5. Management market expectations compared to external forecasts 

6. Management capabilities to detect and react to changing economic environment (business or 

capital markets) or operating assumptions 

7. Competitive comparisons and relative advantage of the firm in the industry 

8. Why choose the financing sources shown and likelihood/continuity of funds availability 

9. What changes to business and capital structure will change our risk profile (Operating & financial 

leverage, new or removed constraints from operations or credit access, etc.) 

By setting expectations for the depth of the supporting documents around operations assumptions, capital 

investments and financing options, the Board can demonstrate that it has the appropriate context for 

discovering risks and business issues to launch specific tasks to address areas of concern. 

What this sort of compilation adds is the ability to broaden areas of Board information support without 

burdening the business or receiving non-relevant information. The supporting information should be 

ordinary course of business materials generated by functional leads in Management. For example, an 

acquisition or major capital investment should have a risk analysis and response plan from HR for skills 

and competencies to effect the implementation, transition and final operating vision, including any 

outsourcing of temporary needs. It should also have an integration plan from the supply chain executive 

and a migration plan for IT and marketing or any other key function directly impacted by the proposed 
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investment. The Board needs to know that these analyses exist and that major risks uncovered are 

communicated with a plan to monitor and react to differences in environment or timing of project work. 

In the area of operations, the supporting documentation should include assumptions, target performance 
analytics and a breakout by major business groups. The Board should be particularly interested in the 
comparison of actual to target and the reasons for significant variation. If these reasons are consistent 
over time as to source or as to inability to predict or react timely, the Board needs to act to either change 
Management or the processes of monitoring and responding to changes in risk assumptions.  
 
While this is a continually updated and regularly scheduled presentation to the Board, it is only a 
generator of dialogue. It doesn‟t record, manage or focus all of the business information going to the 
Board, nor does it connect the risks discovered to the organization in a way that allows meaningful and 
efficient follow-up. It also doesn‟t disseminate knowledge of business risks and it doesn‟t evidence actions 
taken to manage risks or correct performance. Other vehicles need to capture the information developed 
from this and all other communications to the Board around fiduciary topics and assure that there is 
visibility to the Board and Management of the full picture of key business risks. 
 
Risk Management Communications 
 
There are often specific topics that should be put on a set schedule for the board agenda. These typically 
may include audit results, compliance testing outcomes, project progress summaries and compensation 
reviews. They may also relate to finding new management talent or new Board expertise. The common 
fiduciary aspect of these Board oversight functions is to understand the relationship of risk across all parts 
of the business and Board functions and not miss major interdependencies because communications are 
one-off and not coherent. The Board should consider bringing on new members who have the specific 
expertise to deal with the most troublesome risks. 
 
To make communications venues efficient and effective, the Board will need to do two things: 

1. Organize expertise around the prioritized long term risks and establish communications 
schedules and agendas 

2. Use a common vehicle to document and present risk and response action performance 
analyses. The vehicle should be identical to that used by the business to manage the 
company. 

 
 
Organizing Board expertise begins with key drivers and risks for a business. A retailer board may, for 
example, have a real estate committee and a supply chain committee. A professional services firm may 
have committees with expertise around major customers or lines of business. A manufacturer may have 
engineering expertise organized in a committee. All Boards should have some functional committees 
such as finance, and may also have functional committees around organization or technology. These all 
represent controllable risk areas typical for a given business or industry, and should change as the 
company‟s risk profile changes. 
 
For non-controllable risks, some of the Board members should have long term industry expertise and be 
well grounded in major industry changes, life cycle positions, and trends.  These members will know what 
kind of information needs to be given to the Board on a regular basis.  
 
Risk management communications must always include a prioritization of the key compliance and 
business risks. This needs to be done to make sure Management stays focused on risks to achieving the 
business plan and strategy, and that the Board receives pertinent information to the depth necessary to 
evidence its‟ fiduciary control responsibility. Risk reports should tie to the detailed processes and 
structures used by the business to manage its‟ affairs. Consistency in the measures and data used to 
both monitor risk and control business processes/transactions is crucial for Board and Management alike.  
 
 Board communications  around risk management tool has two functions:  

1) To document  risks and monitors 
2) To track and evaluate any remediation undertaken  
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Achieving this sort of coherence and communication isn‟t as daunting as it may sound. Technology and 
common sense, with a realistic approach and timeframe, can make achievement of this ideal very do-
able. Indeed, there really is no choice. If the board ignores this type of communication, it is abrogating its 
core responsibilities and inviting management to fail. 
 
There are some risks that require information independent of regular business management data. These 
usually are risks around intimacy of knowledge where Management may be too close to a risk to perceive 
it or find it difficult to bring up. Of course, these risks need to be recorded and managed just as any other. 
One such example is the critical risk around key decision making processes for the business. Is decision-
making dominated by a few or one? Are decisions and the processes used to make them perceived to be 
fair? Is true buy-in achieved across functions and down layers of management? Is risk discovery 
vigorously pursued, discussed and incorporated into decision implementation plans? The best time to find 
these things out is not when a major decision is presented to the Board for approval, but to have some 
reference point and a sense of decision quality before that happens. Then, the right questions can be 
asked by the Board without wasting a lot of energy and time at a critical moment that may have time 
sensitivity for action. 
 
Other „soft‟ areas of risk are equally compelling: Are internal business communications accurate? Are 
processes and rewards aligned to managing risks and business objectives? Are competencies aligned 
with what the business needs? In the past, there have been few regularly collected points of hard data 
and there has been limited capability of functional leadership to provide quality information for these 
questions to the Board. But shortly, we will offer some ideas on how data for these „soft‟ areas can be 
ascertained and included in the risk management Board package.   
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3. Risk Identification and Documentation Process 

How should Boards establish the framework to monitor and respond to their risks? 
 
I‟ll use a „six sigma‟ example to illustrate why good boards go through this effort and what they try to 
achieve. One way for Board to think about risk is the potential (likelihood and impact) for variance to the 
values predicted by management for ongoing operations and the investments to achieve the business 
strategy. 
 

 
 
When risk factors, whether controllable or not, don‟t behave as expected, business can miss their  
targets. Thus management can lower risks by finding ways to reduce the uncertainty of these factors 
through proper monitoring and reaction . 
 
Meeting a forecasted outcome is not an exact science. Indeed, the probability distribution around a 
forecasted outcome that is well conceived will create a bell curve.   Risks will cause a deviation from the 
forecast and the six sigma goal is to reduce, as much as possible, the discrepancy between the actual 
outcomes to forecast, in essence shrinking the size of curve‟s standard deviation.  The purpose of a risk 
prioritization is to make sure that the effort spent on risk management is efficient and focused, since it is 
costly to spend money and resources on a minor or infrequent risk. The competencies needed to be 
instilled in the business and set as an expectation by the Board are: 
 

 Ability to identify and prioritize risks and then allocate scarce resources to mitigate risk 

 Apply a measurement scheme to expose and manage variability 

 Ability to state risk tolerances around forecasted values that will trigger management actions 

 Ability to assess impacts and likelihood  of uncontrollable risk scenarios and to establish plans for 
alternative actions   

 
If these abilities are grown, the result would be to improve actual outcomes to forecast, akin to the 
following illustration. 

 
 
In a Six Sigma program, the pattern of actual observations deviating from the mean are reduced in area 
so that six sigma of observed deviations now are confined to the same space one sigma formerly 
occupied. This „gets the process in control‟, and is a manufacturing concept that has application to Board 
fiduciary responsibilities. 

6

Six Standard Deviations

Forecasted Outcome

Very small

Actual results

past 6 sigma 

‘tail’

ŭ

ŭ1

Actual Mean

Same very small

amount past 
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Nice picture, but why is less variability good for shareholders? The reason is that better visibility into the 
future and preparedness for the unknown is a clear sign of good Management practice and performance, 
and this is rewarded in the capital markets. It means that a business strategy can be stated and then the 
business managed to achieve results that align with strategy success. By this effort, forecasts can be 
more aggressive over time relative to stretch objectives because Management is better prepared, more 
disciplined and more nimble in response to change. If the risk-based approach is extended down through 
the operations organization, the effects are magnified and long lasting. 
 
The concept of risk management applies not only to operations and performance reporting (why DSO is 
up, or conversion cost down, or inventory writeoffs so high) but also to the Management response in 
understanding and repairing or offsetting some root cause problem. It also applies to getting the earliest 
possible awareness of a change in likelihood of realization of a risk or the size of a risk impact. Some of 
this is internal (like a potential for a debt covenant breach) and some external (a major customer 
overextends and declares Chapter 11). What will we do if X occurs and how early can we prudently act? 
Some things are telegraphed way ahead of time but Management postpones addressing because of the 
inconvenience of thinking about the impact, such as convergence of US GAAP and IFRS accounting 
rules. Lots of costs and changes in pricing, costs recording and asset values will be experienced. Is that 
impact known by the Board?  
 
The obvious question is „How can we effectively plan and prioritize risks? All the possible risks to think 
about are just too much to organize and sort out for the size of the team and time available.‟ There has 
already been a lot of thought given to frameworks that can help a Board start out. These are used by 
external audit firms to help render opinions, too. PCAOB, COBIT, Basel II (for financial services) and 
others all provide starting places for common risk identification, measurement and testing. Management 
should be familiar with these and already have compliance programs built around them.  
 
However, these publically available guidance documents do not substitute for Management common 
sense and are not as forward-looking as a firm needs to be to survive and grow. They don‟t help with 
competitive analyses, technology change, economic change or other environmental factors that may 
impact the Company. They also don‟t help with internal process efficiencies or qualities. Line by line, the 
business plan needs to be examined for internal and external factors that can increase significantly the 
variability around potential results to forecasts that have been presented to the Board. This will probably 
be an iterative process of up to 3 or 4 cycles the first time through, with fewer in subsequent prioritization 
efforts. A result of the analysis may be a summary of scenarios with an explanation of indicators that will 
be monitored for change in the scenario expected and used in the forecast. It should include the 
responsibility for development and review of indicator measures and tolerance values, and have a 
process to bring change signals observed to the right parties for mitigation of risk realization. The 
resulting documentation of risks is the common communications platform for the Board and Management 
to address risk. 
 
The common sense part is to recognize the limits of available resources and really distill the risks to the 
most critical ones that will get 90% of Management attention all of the time. The measures and indicators 
chosen should do double and triple duty, working for different risks (including some less critical risks not 
in the high focus areas) so coverage is high and coordination across functions and other risks remains 
strong. Refinement of the process and extension of the risks covered will come with experience, the aim 
for continuous improvement in actual variability to forecast and the use of risk management deeper in the 
business organization. 
 
There are some points worth covering around different risk requirements and approaches. A quick 
overview of the identification and documentation processes is below. 
 
Compliance  
Sox, FCPA and other compliance regulations all have formally documented requirements for control 
documentation, measurement and testing. These have been more and more tied to financial statements 
and technology standards over the course of time so that there is a good foundation of knowledge about 
the relationship of standard risks, financial statement lines and the process/organizational structure that 
performs work specific to the control risks. Further, experience has increased the quality and reduced the 
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number of controls to be tested. The Board should receive regular updates on the results of testing, but 
shouldn‟t ignore the existence of this knowledge and the potential for integrating it into a total risk 
framework. 
 
Unfortunately, this effort is typically regarded as a cost burden and not an opportunity area. Most Sox 
programs don‟t, for example, incorporate HR expertise in changing job content, training or personal 
performance measurement for the operations and staff people responsible for controls execution. They 
rarely encourage cross-functional cooperation or integrate with non-regulatory risks for process or 
operations improvement, even though the intelligence about process and organization connection to 
financials is clearly embedded in the documentation. The whole program may be outsourced, with just the  
compliance results provided to Management and the Board.  
 
The question that should be asked is „Can the compliance information be leveraged for monitoring and 
measuring other risks?‟ and the answer is yes, 
  
Ongoing Operations 
 
Typically, accounting cycle or operating cycle reporting is conducted to collect and present performance 
data. Not often is sufficient care given to developing operating measures tracked to relate them to 
forecast so that root causes are easily understood when variances occur and target values are connected 
to the impact on financials. Also, the understanding of how an upstream process issue impacts key 
measures or what the potential effects might be on downstream processes is usually locked inside the 
heads of experienced managers, unless there is a great deal of emphasis on communication and 
cooperation in the Company and a structure and process to capture this key corporate knowledge. The 
Board needs to understand the importance of how the measures chosen impact the timeliness, scope  
and quality of any corporate response. Choices must be made wisely.  
 
For instance, procurement may use a one-version-old spec to add a supplier for a commodity part. They 
have test results supplied them and select a lower cost vendor to be introduced to the manufacturing 
process. The material‟s finish reacts with a new cleaning agent used in manufacturing and shuts a line for 
4 hours. One organization looks good and the other is tagged with a variance and a performance issue, 
and this is discovered by Management looking in the rear view mirror at the end of the cycle. These sorts 
of measures are frequently isolated and their character and bearing on risk can be masked by 
countervailing events that offset their impact. 
 
If this happens once or rarely, there isn‟t a lot of harm. And, it is true that a good manufacturing 
organization has practices and processes in place to prevent this sort of obvious scenario. How about a 
logistics manager approving a staging warehouse near a body of water or with a supplier without vetting 
that vendor? Johnson & Johnson recently engaged just such a supplier and stored quite a bit of product 
that was subsequently recalled for this exact reason. Part of the operating measures might have been 
„Have 100% of storage supplier services/products been reviewed and scheduled physical inspections 
regularly accomplished‟? This reflects the most upstream possible measure and earliest warning that 
something bad may happen, and incorporates a tolerance limit. 
 
The risk of a supplier relationship not fully integrated falls on a supply chain leader, and his performance 
needs to aggregate these lower level performance issues to get a clear picture of variance causes and tie 
together a risk mitigation strategy and capability to improve. If the operating performance measure 
collection activity isn‟t organized to be associated with major risks, documented, monitored and visible, 
how does the Board get a sense of the lower level performance risks reaching the responsible executive 
in useable form and get the evidence that he acts on the information?   
 
Forecast and Plan 
 
The annual and quarterly forecasts/updates are opportune times to review risk priorities and effectiveness 
of risk monitoring activities. Key focus areas and sources to help whittle down the scenarios of risk and 
risk monitoring activities to be cost-effective include: 
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 Debt covenants and contractual obligations. The Board needs a one-page summary of the key 
obligations of the Company showing these analytics over the same time span as the one page 
forecast. 

 Key costs and relationships that are the core of the business 
o Revenue sources 
o Supply sources (vendors, materials) 

 Key uncontrollable factors 
o Capital supply 
o Any outsourced service in supply chain or customer facing processes 
o Any major capital project 
o External events such as a natural disaster or a competitor‟s unexpected breakthrough 

 Key controllable factors ( a look to past performance for improvement) 
o Operations monitoring that is too far downstream, ineffective or not adding value 
o Product value and position 
o Response process timing, effectiveness and efficiency 

 
The set of risks identified by Management through their planning and analysis effort needs to have some 
expression of potential variability in forecast values given the Board. They need to be required to give a 
coherent plan for making sure that variability is managed to the extent possible. The starter questions for 
the Board to ask about risks that get presented include: 

1. What target forecast values do you need to hit with less variability in outcome? 
2. What are the limits to variability around forecast values that must not be breached? 
3. What are the earliest and most reliable indicators of potential risk to be monitored? 
4. What improvement in reaction/response time to risk recognition is needed?  
5. What internal and external relationship changes will be critical to achieve improvement? 

 
Between the presentation by Management and the expertise and objectivity of the Board, an approved 
plan can be pursued with a common understanding at the Board and C level. Both Management and the 
Board should be concerned that the same messages and focus aligns with functional and line awareness 
of risk and their process activities. Lower levels need to know how their immediate measures and 
responsibilities link to other processes and to higher level risks that must be managed and constantly 
watched. The key here is structuring all information into the appropriate hierarchies, the right attributes 
and relationships. 
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4. Aligning Resources and Monitoring Risk and Operations 
 
 Once a common understanding of risk is achieved, the Board and Management both have to mobilize 
and direct resources under their purview to address those risks, ensure repeatable processes are 
established and utilized,  and employ and the appropriate level  technology to monitor, communicate and 
manage results. Each of these areas will be discussed in turn, but it is important to know why this is done 
and what benefit the Company will enjoy as a result. 
 
The reason for using a risk-based approach to managing is to achieve the best possible value at the 
lowest cost. A good example is in compliance and operations control costs, where the idea is to 
continually improve, embed, and perform controls so that all the overt and hidden costs of unfocused 
audit and undisciplined activities are reduced. The illustration below shows a typical path of cost 
reduction, where this change in cost below comes from:  
 

1. Better and more mature managers that understand relationships across the business and are 
responsible for major critical operations (e.g. Supply Chain, Finance, Customer Response 
etc.) down through each area that executes work (Procurement manager, Production 
Manager, Sales Manager) 

2. Fewer internal auditors/compliance personnel 
3. Fewer and more strategic process controls, resulting in fewer and smaller errors and fewer 

process QA personnel 
4. Fewer external review requirements because of internal consistency of results and 

documentation 
5. Coordination with continuous improvement initiatives 
6. Smaller risk impacts because of faster response and coordinated risk mitigation 

 

 
 
The graph may be looked upon as absolute costs over time for a stable business that is comparable 
period to period. The relative size of potential reduction is a general objective, and not a dollar target 
value. The reason for that is the difficulty in quantifying some cost concepts and collecting measures 
around them (substituting direct and indirect indicators or external comparisons) and the main objective is 
risk coverage and efficiency of coverage, not a dollar budget for all risk. 
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The path to some of these reductions will be discussed shortly, but it is first important to recognize what 
enables these reductions. The two key items have already been discussed: a risk-based approach to 
focus and monitor Management and a standard set of communications, agendas and vehicles to 
coordinate the unfolding of the business strategy between the business and the Board. There are some 
other enablers that make the process a lot easier and help avoid conflicts . For example: 
 

 Technology can really accelerate this effort and lower the cost,  

 Technology can also quantify concepts and track empirical results so that conflict over 
interpretation can be reduced,  

 HR can make sure that rewards/penalties do not favor control avoidance and that cooperation is 
valued in addressing root cause issues of variability to performance targets.  

 
However, the two key enablers cited are fundamental to the culture of the business and to expectations of 
all employees, and are really what matter most. 
 
Organizing Scarce Resources 
 
A set of prioritized risks and monitoring measures are established and are ready to be communicated. 
Some of these important risks have no obvious measures or any simple way to capture or monitor any 
one that might exist.  Typically, around 10 or so high level risks will need to be watched because of the 
strong potential impact or likelihood of occurrence. What happens now? 
 
Collective common sense is usually the best path to follow. The need is to have risks mapped to the 
organization and risk management processes so that the right skills are matched up and the way people 
work includes risk management embedded as part of their daily routine. The high level risks need to be 
decomposed to lower levels of organization, process and monitoring good indicators of risk behaviors. 
 
Transaction and regulatory compliance risks lend themselves to clear process control tasks so that 
controls are regularly performed, monitored and reported. Controls are designed to have a level of 
„precision‟, or comfort to ensure that the deviations from the accepted norms are kept within X dollars or X 
tolerance, depending on the unit of measure.  
 
The first principle is to have process controls as far upstream as possible and relatively higher level 
monitoring and validation controls later. These should reflect not only accuracy, but timeliness and quality 
attributes of the functional or operating product.  
 
A functional example is a process to validate and qualify vendors that can be included in the procurement 
database. Subsequently, any vendor purchase is subject to a three way match (PO to Invoice to 
Payment) for approvals and authorization to execute payment. These activities are part of the ordinary 
course of business and performed by operations and functional employees. Boards and Management 
need to know that the design is working, so some resources are devoted to testing the effectiveness of 
those controls in operation. This is where the Board should have some direct control over resources; 
those that specifically provide independent review of Management‟s conduct of compliance 
responsibilities. Typically, this has been Internal Audit, Compliance or Ethics staff. 
 
Operating examples, in addition to the examples earlier, will include non-transaction activities such as 
trend analysis of large-customer viability, raw materials price movements or substitutes, R&D project 
monitoring, large IT or other investments as well as traditional analytical collection and reporting of 
performance measures. It also includes the need to discover anomalies that are not readily evident. An 
example I have seen of a poorly-controlled environment was at a plant where rewards and reporting were  
focused too heavily on production costs while  ignoring  or allowing the masking of downstream costs. 
 These were symptomatic of a lack of coordination among the various corporate functions to combat risk 
together, where risk mitigation was built into the organizational fabric. For example on several occasions, 
a  certain manufacturer‟s plant managers made their products fabricated in long runs which drove up their 
efficiency numbers. They stored the product in truck trailers and outside locations procured through their 
local budget and disguised the expenditure purpose for warehousing as some other cost, as they limited 
inventory posting rights to a few individuals.  Only after a significant period of time, when a capital request 
for added warehouse space signaled a problem with too much inventory that was entirely disconnected 
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from market needs. In a case like this, remote forensic analysis may have compared locally approved 
expenditures across plants, or connected inventory records and sales shipments from a plant to 
production records to uncover risky behaviors. No a priori travel needed, just common sense investigation 
that can lead to a focused test and assessment of the risk and impact to the business. The point here is 
that the Board needs to have highly intelligent and sophisticated auditors to address some risks and 
complement the risks able to be measured and tested in the ordinary course of business. 
 
From a Board perspective then, resources need to be designated to: 

1. Test Operations process controls 
2. Perform forensic risk discovery 
3. Own risks or groups of risk and be responsible to capture, explain and respond documented 

risk monitors/activities and communicate via regular and formal processes to the Board 
 
The techniques to decide on staffing size and job descriptions for risk mitigation purposes are not special. 
Sox and other compliance requirements are developed in analyses based on the frameworks supplied by 
regulatory and professional standards and will reveal the extent of testing that has to be done by process, 
geography and organization. These lend themselves to a plan for efficient year round testing and to 
technologies that allow cost-reduced recordkeeping. Numbers of tests, test activities and maintenance of 
documentation can all be relatively accurately forecast and scheduled, allowing a staff size to be 
established in a coherent and supportable way that identifies and costs the management of risk. This cost 
can be reduced over time by more intelligent controls design, better automation and shift of controls to 
ordinary course of business as management matures. The cost of external audit can be reduced based 
on the documented internal activities supporting both compliance and assurance and the evidence of 
quality response to test results by Management.  
 
However, the staffing for forensic and less directly measurable risk response may require an approach 
that addresses these risks by a measure of audit capacity, such as the ability to conduct (for example) 25 
audits a year at Board discretion or in planned forensic reviews. These audits may be targeted as 7 week 
audits on average with a standard workplan that will give the board enough information to pursue risk 
proper response with Management. The purpose of these audits is to coordinate with operations (not 
conduct an investigation) to identify and reach a consensus on the root cause of any error or realized risk 
and to develop alternatives to respond. Independent assessment of the success of the audit and conduct 
can be given the Board directly by all participants in the audit review. This approach can be used to 
manage risks that have been identified but not applied to operations jobs for regular monitoring, to risks 
that are not easily managed otherwise, or to sensitive areas like whistleblower investigation. In any event, 
identified risk will drive the number of audits the Board will wish to have the capacity to direct, 
independent of Management activity. 
 
These two techniques help define staff size, expenses, travel costs and expertise required in the overall 
internal audit (forensic audit) and compliance function. Costs here are directly correlated to the 
environment and control approach used by Management, and are higher the less Management is 
involved with the discipline to control and continuously improve the operations across the entire business 
through the complete business cycle.  So, the Board must dictate to Management the imperative of a 
serious approach to risk.  
 
In operations areas for regular performance reporting and risk management effectiveness, the Board 
needs to come to agreement with Management about how risk will be communicated to Management and 
how the process of monitoring and response will work. The best Boards will have, as earlier discussed, as 
common platform for communication, standard vehicles and agendas for risk discussions, an individual 
focus for some groups of risks (i.e. Supply Chain) that fosters a broad base of dialogue and includes 
multiple executives across multiple functions. Using a common risk platform and approach will prevent 
silo efforts that are time consuming, expensive and potentially divisive.  
 
Risk Management Technologies 
 
An amazing array of technologies is available for analyzing and quantifying risks. If you are a 
manufacturer, there are firms that can tear down and reverse engineer a competitor product and tell you 
the materials and conversion costs with a good deal of accuracy. There are ratings groups for products 
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and services that influence customers and social media technologies that can tell you more about a 
competitor‟s market position or ad campaign effectiveness (and more quickly) than they themselves can 
know. There are outsourced options for specific regulatory risk, like FCPA or SAS 70 reviews, that can be 
cheaply and quickly implemented to support a very small internal staff that isn‟t also managing controls 
logistics and IT support for a full in-house function. Lots of tools have also grown up because of the need 
to define and quantify risks that previously had high to impossibly high discovery costs. The Board needs 
to be aware of these technologies (or the need to search for them) based on the developed list of priority 
risks to the Company. Many of these are not part of an ERP package or able to be installed and run by 
the Company IT function, so often Management may not be aware of them or the power they offer over 
certain risks. 
 
Another interesting technology is a variant around social media technology, but focused internally to 
discover cultural attitudes that may be useful to the Company. Several vendors are available to answer 
significant questions that center on the organization and its‟ workings, such as: 

 How decisions are made 

 What is the approach to discussing issues and errors and how does Management react 

 What are perceived weaknesses in operations 

 What do customers think and tell employees 
 
These sorts of technologies are listed in the Appendix as well. 
 
One key area to look for technology, however, is in the common risk capture and communication 
platform. If the Company is in position to transition from entrepreneurial to professional management, and 
the first response from Management on this topic is „We‟ll do it in excel‟ and the Board agrees to this 
approach, please read no further. This paper is a waste of time for your Board because the firm will not 
achieve the discipline nor have the culture of communication needed to grow or survive in the long term; 
the needed transition will not happen. 
 
For Boards to give guidance to Management, there are a few practical elements that need to be 
considered in looking at a technology for capturing and communicating risk. 
 

 Delivered platform includes FASB account codification and statement definitions 

 Delivered product includes standard risks (PCAOB, AMA, COBIT, etc) 

 Platform offers framework to associate organization units and processes to risks and financial 
accounts 

 The framework must also allow tracing of risk to business strategy and planning forecasts 

 Platform offers capture of operations transactions and cycle activity performance measures 

 Platform allows configuration and security manageable by functional personnel with minimal 
training 

 Platform offers functional personnel performance of population and maintenance of the 
application, either by an outsourced internal audit or internal function 

 Platform offers interoperability or interface/subscription with other systems (with IT support only) 
 
These things help to winnow the list of possible solutions. Larger companies may have licenses and 
support staff where there is little incremental cost to turning on the module or functionality to manage risk. 
This may be Hyperion‟s risk functionality for Oracle products (Oracle, PeopleSoft and JD Edwards). 
SAP‟s Business Intelligence functionality may be the choice for others. The important concerns here 
would be that a significant step function could be incurred for configuration and table setup (security, risks 
etc.) to even start out small and expand with experience. There is also the possibility that the preexisting 
ERP configuration can limit what is captured and be unsuited as a generally used vehicle to document 
risks, communicate monitoring and evidence action. If there is no ERP functionality pre-existing or if the 
cost may be too high at the current time, there are other avenues to fast implementation and low 
investment at low risk. 
 
The key to ERP alternatives is to find a software application and production environment that contains the 
practical elements above, but also allows limited configuration and low investment to understand and gain 
experience. This also has to have a sustained low cost model as a risk management program becomes 
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more pervasive in the business, and not a lot of extra functions duplicating other packages that may be in   
use. This means that you pay for functionality that won‟t be used and will make an exit strategy 
expensive, regardless of how cheap the up-front cost may appear. Both entry and exit barriers need to be 
low, as an external system may migrate to later internal support or to an ERP functionality as the 
configuration design and process become embedded in the business operation and accepted. Look to 
see what can be done in a 6 week timeframe and set up review and go-forward decisions regularly. 
 
A list of technologies to consider appears at the end of the paper. 
 
Avoiding Destructive Conflict 
 
A final area of concern to the Board in aligning resources and monitoring risk is the avoidance of 
communication issues and impairment of response to risk because of an ineffective or unevenly shared 
risk management vehicle.  The audit approach described for both transaction and forensic/root cause 
issues fits with a consensus framework and empirically based communications. These tend to neutralize 
the development of ill-will, but nothing can address suppression of antagonism like open, easily available 
information that is clear as to interpretation and focused on bettering risk performance. 
 
Use of multiple venues, unreconciled and conflicting or siloed perceptions and measures of risk coupled 
with diffuse responsibility for monitoring and coordinating response to risk will undo a lot of hard work. 
Defensive arguments around causes of realized risks and responsibility for missing the possibility of 
realization and heading it off early are typical of rear-view mirror approaches to risk management. Who 
should have acted, what should have been watched, who takes blame are all venalities that are 
exacerbated by indiscipline in Management and low expectations by its‟ Board. Deming‟s approach 
required companies to „drive out fear‟ for recognizing variability and record empirically what happens in 
order to treat it. Since there is a plethora of now-quantifiable measures for all sorts of risks not associated 
to a production line, Deming‟s instruction can be usefully applied to a much broader range of risks than 
before. The only way to make sure that fear is eliminated is to identify, capture and document risk 
measures, connect them to important business strategies or critical needs and then evidence the action 
taken in response to changes in monitored values. For that, one technology is needed with a consistent 
method to approach and build risk management into the organization. 
 
The board must set the tone that not only does integrity have the highest value but more specifically that 
the results of testing or forensic work will be used as constructive mechanism when problems found were 
not due to malicious intent. Audit work should not be adversarial or gun belt-notch driven. Painting people 
into a corner or chastising them for not having vision to see a risk event coming is counter-productive,  
especially if the people have devoted themselves to creating quality products and services and where the 
culture undervalues the importance of managing risk (as is almost always the case).  Everyone must see 
that the time spent to review audit results and assessing how a report can improve risk exposure in the 
future is time well spent and an asset for the business. Management and the Board have to be resolute, 
plain-spoken and in complete agreement that risk is important to be managed and to be mature in 
responding to realized risk. 
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5. Instilling a Consistent Risk Management Approach 
 
Starting Out  
 
The Board needs to bring Management into a discussion around risk identification, monitoring and 
management in such a way as to not overwhelm the business. This is done by talking business strategy 
and forecast, and then talking about the principal benefits around risk reduction that may be achieved in 
reaching the forecast performance. The benefits should be focused on what the business can do without 
a great deal of investment or time, based on common sense consensus of what will be monitored with 
what hoped for outcome. 
 
The benefits should arise around the 10-15 risks that Management will spend most of its‟ time looking at 
and reacting to. This prioritization can help reporting efficiency, either by having lower levels carry some 
of the monitoring and reporting load or by changing operations processes and systems to regularly gather 
information and consolidate it into a readable and concise format. The visibility and interdependency of 
some of the monitored values should lead to a regular structure for review and improvement that can be 
extended as the organization matures. 
 
In driving the management of risk, the communications around the prioritization process, selection of 
measures to capture and the execution of monitoring are important at the C-level and to the layer of 
management under it. There must be a perception of participation and fairness in the effort, and there 
must also be an understanding that silo expertise is good to have, but a siloed outlook on risk is an 
objective for elimination in the organization. The activities and communication need to be supported by 
training and job content discussions, and therefore should have a significant HR component. The idea is 
to get upper management familiar with the concepts and approach, and have a common understanding of 
what success means at each small step taken so that the whole organization moves forward. Then, 
mixed messages or miscommunication is minimized when risk awareness, monitoring and reaction 
occurs at ever lower levels of the organization and the discipline becomes ingrained. 
 
From ground zero, this is a reasonable start to a foundation for a much stronger risk management 
approach and function in the future. If outside help is needed to get the process started or get to a 
conclusion, go get it with little delay. If you are starting from an early stage, it is truly critical to get things 
right from the beginning. Undoing problems can become a tangled mess and redoing the work is always 
more costly and more difficult form a cultural standpoint. So, do it right.  
 
 
Progressing in Maturity 
 
In progressing from a successful greenfield start, the idea is to have not only risks more visible and better 
managed, but to improve capability and quality of the organization while reducing wasted expense. Waste 
can be any cost for control needlessly spent or error that occurs but that was avoidable. The approach 
should have the objective of a disciplined organization that discovers variances as early as possible and 
prevents further damage down the road.  
 
This requires understanding of inter-related processes and customers from the key starting points for 
important cycles in the business. In a manufacturing organization, this may include the following distinct 
cycles: 

 Design – develop - customer test – forecast price and cost – scale up (R&D) 

 Procure – manufacture – manage inventory – deliver (Supply Chain) 

 Customer and sales generation – monitoring – pricing and terms (Customer Experience) 

 Organization design – replenishment (Human Resources) 

 Capital sourcing (Treasury/Finance) 
 
Leadership and support to enable these cycles include: 

 Managing a consistent framework for communicating and reacting to monitored values 

 Managing the risk identification and prioritization process in the context of future performance 

 Instilling controls to the desired precision and embedding the conduct and testing into processes 
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The example I would like to show to begin talking about „starting points‟ is a simple picture from six-sigma 
training for IT projects. The idea will be immediately clear about focusing on early measures of variability 
either in process or in risk – the concept is the same. 
 

  
 
For every missed opportunity to detect a process error with a high downstream effect, or materializing 
risk kept invisible, the wasted cost effect snowballs. The key cycles of the business may be the better 
way to look at risk and to control processes, while encouraging the silos of expertise to unite and 
communicate where it makes sense for the business.  
 
I mention HR as an important part of the whole approach. I think it vital to have HR aligned with the 
business in this way so that the right people are brought in and that they have consistency between their 
jobs and the control/risk management structure of the business. I don‟t believe the chances for success 
are high without the organization design, communications or people in line with a disciplined approach to 
the business. 
 
In extending a risk management approach from a successful high-level trial, there can be a „big-bang‟ 
approach or a major-cycle approach, where the risks are driven down to the lowest organization levels for 
monitoring at designated „starting points‟ or at key gateways in a particular process („Key gateways‟ are 
those that must test OK before proceeding). It makes a difference if the company is smaller or just 
emerging from the entrepreneurial stage. It also makes a difference in how dynamic the industry and 
environment is expected to be. For larger companies, to contain cost and build on success, something 
other than big-bang may be the approach to take. This is always a difficult dilemma, but the cost and 
effort to manage change can depend significantly on enabling technology to ease change management 
and keep control over the extension process.  
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Appendix – Technologies for Managing Risk 
 
 
Governance, Risk and Compliance 
These products are software-based and manageable by functional people, but require varying degrees of 
implementation and training costs. They form the backbone of reporting and communication for risk 
management. I exclude SAP and Oracle here because of the cost and complexity around implementation 
and the need for IT to manage and maintain the configuration and changes. 
 

Company Contact Site 
Consulting/Training  

Requirement 

Aline www.alinegrc.com Low 

Cura www.curasoftware.com Medium 

OpenPages www.openpages.com Medium 

Protiviti www.protiviti.com High 

Strategic Thought Management www.strategicthought.com High 

 
 
Social Media – Market Focused  
These products are delivered externally by the vendor. They can be one-time, by subscription or block of 
analytical hours over a specified time period. These services are indispensible for customer 
demographics important to your company that are under 35 years old. 
 

Company  Contact Site  

Crowd DNA  www.crowddna.com  

KXEN  www.kxen.com  

ListenLogic  www.listenlogic.com  

VisibleTechnologies  www.visibletechnologies.com  

36Across  www.36across.com  

Media6Degrees  www.media6degrees.com  

Lotame  www.lotame.com  

 
Social Media – Internal Organization and Culture Focused  
There are a number of applications available to build private networks (a miniature facebook or youtube), 
but very few that examine the workings of an organization to glean cultural and political information about 
the operation of the organization. Orgnet is one that can help HR manage the organization design and 
provide information about decision-making in the Company. 
 

Company Contact Site 

OrgNet.com www.orgnet.com 

 
Competitive Position – Product and Service Focused 
These companies specialize in „teardowns‟ of products to determine designs, materials, conversion costs 
and functionality. Simultaneously, they can tear down your product to have a direct comparison with 
objective results. These tools show the path competitors are taking and the potential risk to your product 

http://www.crowddna.com/
http://www.kxen.com/
http://www.listenlogic.com/
http://www.visibletechnologies.com/
http://www.36across.com/
http://www.media6degrees.com/
http://www.lotame.com/
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position in the future. Coupled with social media to discover marketplace trends and relative images, a 
good starting roadmap of investment, R&D and market opportunities can be developed.  
 

Company  Contact Site  

iSuppli  www.isuppli.com  

Taeus International  www.taeus.com  

TechInsight  
(Portelligent)  

www.teardown.com  

 
 
  


